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Why do we care about cybersecurity?



Who’s on the receiving end of attacks?

Source: Verizon 2016 Data Breach Investigations Report 





Why are these people attacking me?

Source: Verizon 2016 Data Breach Investigations Report 



Why are these people attacking me?

Source: Verizon 2016 Data Breach Investigations Report 

89%
of breaches had a financial 

or espionage motive





What is the cost of a data breach?

Source: Center for Digital Government 2014 Advanced Cyber Threats in State and Local Government 



What is the cost of a data breach?

Source: Center for Digital Government 2014 Advanced Cyber Threats in State and Local Government 



What is the cost of a data breach?

Source: Ponemon Institute 2016 Cost of Data Breach Study



Why are these people attacking me?

Source: Symantec 2016 Internet Security Threat Report 



What methods are they using to attack me?

Source: Verizon 2016 Data Breach Investigations Report 



Hacking



Hacking



Malware

390,000 malicious programs 

are registered every day
(AV-TEST, 2016)



Malware

2,500 cases of ransomware costing victims 
$24 million in the US alone were reported to 
the Internet Crime Complaint Center for 2015 

(Turkel, 2016)



Malware

Source: Symantec 2016 Internet Security Threat Report 



Malware



Social Attacks - Phishing



Social Attacks - Phishing



Social Attacks - Phishing

Source: Anti Phishing Working Group Activity Trends Report – May 23, 2016





Social Attacks - Phishing

Source: Anti Phishing Working Group Activity Trends Report – May 23, 2016



Social Attacks - Phishing

Source: Verizon 2016 Data Breach Investigations Report 



What can we do about all of 
this?



Source: Symantec 2016 Internet Security Threat Report 







What can we do about all of 
this?

Let’s focus on the top three methods of attack:

• Hacking
• Malware
• Social



What can we do about all of 
this? - Hacking

- Protect Assets – firewalls, intrusion prevention, segment networks
- Identify and remediate vulnerabilities –

- Vulnerability scanning
- Patch systems and applications





What can we do about all of 
this? - Malware

- Patch systems
- Endpoint protection
- Remove/strip executables from email



What can we do about all of 
this? – Social Attacks- Phishing

- Email/spam filters
- Training/Awareness
- Multifactor Authentication



Multi-State Information Sharing and 
Analysis Center (MS-ISAC)

https://msisac.cisecurity.org/

The MS-ISAC is the focal point for cyber threat prevention, protection, 
response and recovery for the nation's state, local, tribal and territorial 
(SLTT) governments. The MS-ISAC 24x7 cybersecurity operations center 
provides real-time network monitoring, early cyber threat warnings and 
advisories, vulnerability identification, and mitigation and incident 
response.

Incident Response Services
• No cost
• CERT Incident Response – Computer forensic analysis, malware analysis
• Network and Web Application Vulnerability Analysis
• Cyber Threat Intelligence
• Suspicious email analysis



Questions?




